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“From utopia to dystopia in just 29 short years”

“We demonstrated that the Web had 
failed instead of served humanity, as 

it was supposed to have done, and 
failed in many places. The increasing 

centralization of the Web ended up 
producing—with no deliberate action 

of the people who designed the 
platform—a large-scale emergent 

phenomenon which is anti-human.”
Tim Berners-Lee
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Leaving the Gold Rush behind us...



CC BY 2.0, created by https://www.flickr.com/photos/donnieray/16493237697
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Starting point: NGI Vision

“The overall mission of the Next Generation 
Internet initiative is to re-imagine and re-

engineer the Internet for the third 
millennium and beyond. We envision the 

information age will be an era that 
brings out the best in all of us. We want 
to enable human potential and creativity at 

the largest possible scale. In order to 
preserve and expand the European way of 
life, we shape a value-centric, human and 

inclusive Internet for all.”
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Moonshot ++ effort

● The internet is the largest and most pervasive 
technical construct ever made by humans

● And we need to change it with 3.8+ billion people ‘on 
board’.

● High political stakes. High economic stakes. 
Highly critical users users. Overloaded with 
expectations. From everybody. 

● Work consistent and forward-thinking. No time to lose.
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An engineering race with high stakes

Robert OppenheimerWernher von Braun
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Next Generation 
Internet
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Public Procurement

Design for robustness and 

autonomy

Steer away from monoculture

Follow best practices w.r.t. overall system impact

Legislative aspects

Mandatory hard switches for 

embedded cameras and other 
devices

Mobile operating systems

Stricter maintaining of existing laws and regulations 
protecting users

Retain unassigned spectrum 

for public domain in 5G

Data retention

Right to be IoT offline
(including environment)

Net Neutrality

Duty to update/mandatory 

open sourcing at EOL

Right to encryption

Right to have insight into big 

data gathering

Modernise  over-invasive 

copyright to allow 

non-commercial sharing

Lead by example

Dealing with negligence w.r.t. 

maintenance as a threat to the 

whole ecosystem

(Hardware) Isolation of 
cryptographic material

Contain digital spillover in 

physical world

Protecting users during 
nomadic access (e.g. wifi)

Open (user-defined and 
controlled) security

Background process 
transparency

Security proofs

Sensor data firewalling

Browser environment

Open (user-defined and controlled) security

Domain isolation

Secure software/scripting 

distribution and updating

Redesign insecure standards

Strenghten encryption Declarative interaction

Safe (passive) content profiles

Addressing threat 
categories

Malicious big data

Passive observation

Pervasive surveillance

Unknown capabilities

Programmes exposed by 
whistle blowers

Industrial sabotage

Industrial espionage

Cyber warfare/conflicts

Cascade of system failure

Lack of isolation

 3rd party dependencies

Disaster

Man-made

Natural

End-user service deployability

Improving multilingual support

Best practises and bundled 
expertise

Management of high volume of 
updates/ changes

Solution integration and 

precompetitive bundlingEngineering 
Trustworthiness

Security transparency

Verifiability of routing paths

End to end confidentiality of traffic metadata

Transport layer security

Distributed reputation 
mechanism(s)

Decentralised internet-wide identity mechanisms

"Greening" internet 

technology

Lack of transparency of 
environmental cost

Need to improve efficiency

Antagonistic (legacy) 

middleware

Lack of isolation

Traffic loss

Legacy hardware
Securing the user environment

Packet interference

Legacy hardware

Traffic shaping

Firewalls

NAT

Improve limited upgrade 
capabilities

Increase emergency 

responsiveness

Real-time measurement data

Numbering

Alternative 
infrastructure elements

High availability

Asset distribution

Abuse handling

Redundancy

Partitioning/scope isolation

Realistic transition mechanisms

Tamper proof

Distributed trust mechanism

Scalability

Improving deployability 

and maintainability
Global routing table size

Confidentiality

Search and discovery

Naming system alternatives

Routing layer confidentiality

Solving scalability issues

Safeguarding openness
to new entrants

Open spectrum

5G standardisation issues

Improving low-level discovery

Preventing horizontal spilloverUnlocking verticals

Next Generation 
Internet
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Thorough and strategic approach

User 
moments

Capture a user’s perspective 
of moments in life or of 
typical activities which will 
take place which are related 
to the use of the Internet

User 
expectations

List user’s expectations 
regarding how the Internet 

should work in relation to 
these moments

Drivers for 
change

Drivers for change are 
derived from the users’ 
expectations

NGI Vision
Key messages of the Vision 
are related to the drivers for 

change

Work up from user needs, 
operational understanding 

and systemic requirements to 
create a coherent framework

Design for sustainable 
real-world impact and 

consistently build on best 
practices in the public interest
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Facilitate incremental innovation

'R&I Actions' should encourage, 
when relevant, open source 
software and open hardware 
design, access to data, 
standardisation activities, access 
to testing and operational 
infrastructure as well as an IPR 
regime ensuring lasting impact 
and reusability of results.
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Our approach

Design a light-weight and confidential 
application procedure providing adequate 

insight into technical capabilities as well as the 
urgency, relevance and relative cost 

effectiveness of the projects proposed. 
Weight Criterion

30% Technical excellence/feasibility

40% Relevance/Impact/Strategic potential

30% Cost effectiveness/Value for money
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Improve ideas     where needed                             

.. we use a staged approach which 
identifies and amends missing or 
inadequate aspects of the proposals prior 
(and conditional) to the start of a project.

… and guide and support projects with 
essential QA and strategic aspects that 
require additional expertise



16 2018-11-06Web Summit

Apply best practices (“act as if its for real”)

Make sure every project 
delivers on accessibility

Make sure projects can be 
localised/internationalised

Make sure licensing is compatible 
and all legal stuff is in order

Support with dealing with 
standards setting organisations

Provide a responsible 
disclosure procedure

Provide documentation for 
users/developers
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Software security

Mentor with applying best practices 
in secure software development 

across all projects

Create a reproducible build 
environment and help design 

automated tests

Perform an early stage 
independent security scan of 
the project plan

Make software available early 
to allow for ‘many eyeballs’

Independent security scan of 
the actual outcomes
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And other best practices...

Liaise and mentor projects with interacting with ecosystem and 
target groups, e.g. technical and operational community, digital 

rights organisations, free software community, businesses, consumer 
organisations, end users

Manage and support diversity and gender bias in the design phase



19 2018-11-06Web Summit

The Team

Everything we ever learned about grant management and maturing technology 
comes together in NGI0. 

The idea of great grant making is after all simple: it is not about the funder, but 
about the fundees.

Accessibility.nl
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The larger ecosystem
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Summary

5.6 million euro 
in small grants 

between now and 
2021

Competitive calls every 
two months until the 
budget is allocated.

Walk the talk:
Inclusion
Security

Localisation
Open Standards

Free & Open Source
Deliver to deploy

5.6 million euro 
in small grants 

between now and 
2021



CC BY 2.0, created by Jérôme Decq https://www.flickr.com/photos/lesphotosdejerome/5958094770
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